Capitulo 15

Monitorizacao da Rede.
Simple Network Management Protocol (SNMP).

« Uma das mais importantes tarefas de um administrador de uma
rede informatica é monitorizar o trafego na rede,

» Detectar perdas de conectividade, saturacao de trafego e ataques
(Denial of service - DoS)

* O protocolo SNMP e o protocolo standard para monitorizar
remotamente dispositivos de rede (routers e switches)

Gestéo de Redes e Servicos (GRS) Capitulo 15 1/1



Cliente-Servidor

e Funciona no paradigma cliente-servidor (Manager-Agent)
* Protocolo UDP portas 161 e 162

SNMP
Manager

SNMP Agent

UDP 161
>

<

UDP 162
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Versdoes SNMP

SNMPv1
SNMPv2c
SNMPv3

Versao 1 é a mais utilizada
» Versao 3 oferece mais seguranca (encriptacéo dos dados)
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Management Information Base (MIB)

 Todas as variaveis SNMP existem numa base de dados com uma
estrutura hierarquica - Management Information Base (MIB)

« As variaveis podem ser inteiros, strings, identificadores de objectos
(OID) e valores nulos
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Management Information Base (MIB) #2
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Management Information Base (MIB) #3

 MIB é similar a uma estrutura de directorios, mas em vez de
organizar ficheiros o MIB organiza informacao (variaveis)

e Cada nodo na arvore tem um label (texto) e um numero inteiro

 Exemplos:

Directory(1)

Mont ( 2)
Experi nent al ( 3)
Private(4)
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OID - Object identifier #1

O OID é o conjunto de numeros separados por pontos gue
identifica um nodo na estrutura

 Exemplo de um OID:

SysDescr(1) temo OID .1.3.6.1.2.1.1.1.0

 Notas:

o O zero final indica o valor da variavel

0 sem o ponto inicial o OID nao comeca ha raiz mas a partir do
nodo mib-2
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OID - Object identifier #2

joint-iso-geit{1)

| l I i |
directonyi 1) ] experimental(d) | private(d) [ “security(5) l snmp V2{6)
- 1 L} i
; P i [t T (e W o (S e
- interfaces(2) | at(3) | Ip(a) ' Lcmn{ﬁ]f tep(6) | udp(?) ugp[ﬂ]i umni[E}E :mmmmlumu}# snmp_m}i

SysDescr(1) tem o OID .1.3.6.1.2.1.1.1.0
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OID - Object identifier #3

Exemplo:

j bastos@ustralia: ~$ snnpget -v 2c -c public routerl
.1.3.6.1.2.1.1.1.0

SNMPv2- M B: : sysDescr.0 = STRING Linux routerl
2.4.33.3 #1 Fri Cct 20 01:11:49 WEST 2006 1586

j bastos@ustralia: ~$ snnpget -v 2c -c public routerl
.1so.org.dod.internet.ngnt.m b-2. system sysDescr. O
SNMPv2- M B: : sysDescr.0 = STRING Linux routerl
2.4.33.3 #1 Fri Cct 20 01:11:49 WEST 2006 1586

j bastos@ustralia: ~$ snnpget -v 2c -c public routerl
system sysDescr. O

SNMPv2- M B: : sysDescr.0 = STRING Linux routerl
2.4.33.3 #1 Fri GCct 20 01:11:49 WEST 2006 1586
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SNMP community

Communities sao uma forma de agrupar SNMP agents com
as mesmas restricoes de acesso

Funcionam como pseudo-passwords

Exemplo:

j bastos@ustralia: ~$ snnpget -v 2c -c public routerl
system sysUpTi ne. 0
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Mensagens (comandos net-snmp) SNMP

GET (snmpget)
GET-NEXT (snmpgetnext)
GET-RESPONSE

SET (snmpset)

TRAP (snmptrap)
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snmpget

j bastos@ustralia: ~$ snnpget -v 2c -c public routerl
system sysUpTi ne. 0

SNMPv2-M B: : sysUpTinme. 0 = Tineticks: (95014248) 10
days, 23:55:42.48

Gestéo de Redes e Servicos (GRS) Capitulo 15 12/12



snmpgetnext

j bastos@ustralia: ~$ snnpgetnext -v 2c -c public routerl
| p. 1 pRout eTabl e. i pRout eEntry. | pRout eDest

RFC1213-M B: ;i pRout eDest . 0.0.0.0 = | pAddress: 0.0.0.0

j bastos@ustralia: ~$ snnpgetnext -v 2c -c public routerl
| p. 1 pRout eTabl e. i pRouteEntry. i pRouteDest.0.0.0.0

RFC1213- M B: : i pRout eDest . 10. 10. 20. 0 = | pAddr ess:
10. 10. 20. 0

j bastos@ustralia: ~$ snnpgetnext -v 2c -c public routerl
| p. 1 pRout eTabl e. i pRout eEntry. | pRout eDest. 10. 10. 20. 0

RFC1213- M B: : i pRout eDest . 10. 10. 80. 0 = | pAddr ess:
10. 10.80.0

Gestéo de Redes e Servicos (GRS) Capitulo 15 13/13



snmpwalk

j bastos@ustralia: ~$% snnpwal k -v 2c -c public routerl
| pRout eDest

RFC1213-M B: : i pRout eDest. 0.0.0.0 = | pAddress: 0.0.0.0

RFC1213- M B: : i pRout eDest . 10. 10. 20. 0 = | pAddress: 10.10.20.0
RFC1213- M B: : i pRout eDest. 10. 10. 80. 0 = | pAddress: 10.10.80.0
RFC1213- M B: : i pRout eDest . 10. 11. 0.0 = | pAddress: 10.11.0.0
RFC1213- M B: : i pRout eDest . 193. 136. 224. 0 = | pAddress: 193. 136.224.0
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snmpset

j bastos@ustralia: ~$ snnpget -v 2c -c public routerl
system syslLocation. O

SNMPv2- M B: : sysLocation.0 = STRING Unknown (configure
[ et c/ snnp/ snnpd. | ocal . conf)

j bastos@ustralia: ~$ snnpset -v 2c -c private routerl
system sysLocation.0 s "Faro - Portugal "

SNMPv2- M B: : sysLocation.0 = STRING Faro - Portugal
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snmptrap

* Traps sao utilizadas pelos agents para informar a management
station (manager) de condicOes anormais (overload etc)

snnptrap -v 1 -c public nanager sysLocation.O s
"tenperature alarnt”

« O manager tem gue estar a correr o servico "snmptrapd"” para
receber as mensagens de "trap":

SNMPv2- M B: : sysLocation.0 = STRING tenperature
al ar m
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IReasoning MIB Browser

# iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

Address: |10.10.22.162 A T O W & 116, 101.109.1,.3.6.1.2, w | Dperations: |Walk v| ”GD
Result Table |
A MIB Tree ] ] ] MarmeOID | Yalue | Type | 7

-0 RFCI213-MIB.is0.org.dod.internst.mamt.miby | Cp ol Linx rodter] 2.4,33.3 #1 Fri Oct 20 01:11:49 WEST 2006 1... OctetString |4 Lo

[#-[C3 HOST-RESOIURCES-MIE.iso.org.dod.internet sysObjectID. 0 1.3.6.1.4.1,2021.250.10 oI0 iﬁ
sysUpTime, 0 233 hours 24 minutes 21 seconds TimeTicks
sysConktack. O Root <roob@localhost = (configure fetc/snmp/snmpd. local.c... OcketString
sysMame. 0 roukerl OckebString
sysLocation.O Unknown {configure fetcfsnmp)snmpd. lacal. conf CcketSkring
1.3.6.1.2.1.1.8.0 0 milisecond TimeTicks
Ad.361.21.1.9.... . 1.3.6.1.2.1.31 oID
Jd.561.2.1.1.9.., . 1.3.6.1.6.3.1 oID
Ad.361.21.1.9.... . 1.3.6.1.2.1.49 oID
Q3612119 1.3.6.1.2.1.4 oID
Ad.361.21.1.9.... . 1.3.6.1.2.1.50 oID
Q3612119 1.3.6.1.63.16.2.2.1 oID
Ad.5.61.2.1.1.9,., . 1.3.6.1.6.53.10.53.1.1 oID
Q3612119 1.3.6.1.63.11.3.1.1 oID
Ad.361.21.1.9.... . 1.3.6.1.6.3.15.2.1.1 oID
1.3.6.1.2.1.1.9,... The MIE module ko describe generic objects For network inte. .. Qckek3tring
1.3.6.1.2.1.1.9,,.. The MIE module For SMMPvE entities Qckekstring
.1.3.6.1.2.1.1.9.... The MIE module For managing TCP implementations Dcketstring
.1.3.6.1.2.1.1.9.... The MIE module for managing IF and ICMP implementations  OckekString
.1.3.6.1.2.1.1.9.... The MIE madule for managing UOP implementations CcketbString

Marme a| |11.3.6.1.2.1.1.9,.,, View-based Access Control Model For SMMP, Qckekstring

l8)(n] 1.3.6.1.2.1.1.9,.,. The SNMP Management Architecture MIE, OckebString

MIE .1.3.6.1.2.1.1.9.... The MIE for Message Processing and Dispatching. Qcketstring

Syntax .1.3.6.1.2.1.1.9,... The management information definitions for the SMMP User-,,, Ockekstring

ACress .1.3.6.1.2.1.1.9.... 0 millisecond TimeTicks

Stakus 1.3.6.1.2.1.1.9,.,. O milisecond TimeTicks ||

MieFy sl > [1.36.1.21.1.9,.. 0milisecond TimeTicks b’

| .1.3.6.1.6,3.16,1.5.2.1.6,6,115.121,115,114,101,109.1.53.6.1.2.1.1.0

1:23:45 PM

15M of 15M
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MRTG Traffic Grapher

1 Traffic Analpsis for the DEEI classroom network - Mozilla Firefox

File Edit “iew History EBookmarks Tools  Help

F - B> - @ ~ g |:ﬁ http: /Ay, deei fet ualg. ptdm kg |‘| P] "|snmp tutorial \\l
| L] Met-S5NRMP | [~ Gmail - Inbox [2929] - jose.bastos@ama.... - @ iReasoning Inc. - Metwark Managemen... | [ [ﬁ Traffic Analysis for the DEEI cla... Q =
Ll L]
Traffic statistics of the DEEI classroom network (10.11.0.0/16)
The statistics were last updated Wednesday, 2 July 2008 at 13:05,
at which time ‘router]” had been up for 11 days, 19:02:21
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