Common TCP/IP Protocols
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Network Layer Fields
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These are the header fields in an IP packet header. All field lengths
are fixed except for IP options and the padding fields.



The ARP Process
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ARP Table Functions
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Default Gateway
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ARP Table Default Gateway
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Eing Command

C:\WINNT\System32\cmd.exe

Microsoft Windows 2000 [Version 5.00.2195]
<C> Copyright 1985-2000 Microsoft Corp.

C:\> ping 198.133.219.25
Pinging 198.133.219.25 with 32 bytes of data:

Reply from 198.133.219.25: bytes= 32 time= 16ms TTL=247
Reply from 198.133.219.25: bytes= 32 time= 16ms TTL=247
Reply from 198.133.219.25: bytes= 32 time= 16ms TTL=247
Reply from 198.133.219.25: bytes= 32 time= 16ms TTL=247

Ping statistics for 198.133.219.25:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 16ms, Average = 16ms
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ICMP Message Types
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Echo Reply
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Destination Unreachable Message
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UDP Segment Format
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Bit 0 Bit 15 Bit 16 Bit 31
Source Port (16) Destination Port (16) 4
Length (16) Checksum (16) 8 iﬂes
Data (if any)

No sequence or acknowledgment fields



TCP Segment Format
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0 4 10 16 24 31
Source Port Destination Port
Sequence Number
Acknowledgment Mumber
Hlen Reserved Code Bits Window
Checksum Urgent Pointer
Options (If Any) Padding
Data

The field format of a TCP segment contains a TCP header followed
by data. Segments are used to establish connections as well as to
carry data and acknowledgments.




TCP Three-Way Handshake/Open Connection
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TCP Basic Window
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TCP Sliding Window
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TCP Sliding Window
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